BLACK TOMATO GROUP CASE STUDY

BACKGROUND

Black Tomato is a leading provider of luxury travel and experiences. Operating within the travel sector, Black Tomato
had an immediate need to enhance its security posture whilst optimising overall costs to meet business objectives.

APPROACH

Black Tomato first engaged Threat Protect in May 2021 for an initial consultancy call with its team of expert consultants
to outline its specific situation and organisational security requirements. Having taken the time to understand the
business and it's core objectives, a systematic roadmap of priorities was established. A number of Penetration Testing
options were evaluated before identifying the provider that was a best fit for Black Tomato's time frame, budget and
testing requirements. Subsequently, a Unified Endpoint Management system has enabled Black Tomato to protect
against the threats it was previously vulnerable to. Threat Protect have managed and facilitated communications
between Black Tomato and the vendors at every stage of the process, freeing up valuable time and resource for Black
Tomato's IT Team. As part of the roadmap, Threat Protect are supporting Black Tomato with its DMARC requirements to
prevent the risks of exact domain spoofing attacks.

CONCLUSION

Throughout the process, Threat Protect have been able to reduce siloes and consolidate multiple security solutions
for Black Tomato Group whilst enhancing its overall security posture. Following the result of the intial Penetration
Test, Threat Protect are providing ongoing support and consultancy to Black Tomato Group. By carrying out a Cyber
Resilience Assessment, Threat Protect is continuing to work with Black Tomato to support its IT secuirty objectives.

"By consolidating security solutions, working with Threat Protect has enabled us to optimise our overall IT spend whilst significantly
reducing the management admin involved. The time that the team have taken to understand me, the company, and our situation
before introducing specific technologies and entering commercial conversations has made the whole process straightforward.

I have full trust that any solutions that Threat Protect put forward are in the best interests of the company and our security needs.”

Sayed Farouk, Head of Information Technology - Black Tomato Group




